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A Practical Deep Learning-Based
Acoustic Side Channel Attack on Keyboards
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a) PTT Representation

Task Tree:
l. Perform port scanning (completed)
- Port 21, 22 and 80 are open.
- Services are FTP, SSH, and Web Service.
2. Perform the testing
2.1 Test FTP Service
2.1.1 Test Anonymous Login (success)

N

Test SSH Service

.2.1 Brute-force (failed)

Test Web Service (ongoing)

.3.1 Directory Enumeration

2.3.1.1 Find hidden admin (to-do)
.3.2 Injection Identification (todo)

N
NWNN

N

2.1.1.1 Test Anonymous Upload (success)

b) PTT Representation in Natural Language

Figure 3: Pentesting Task Tree in a) visualized tree format,
and b) natural language format encoded in LLM.
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The attack surface has exploded

Expanding Attack Surface




External Attack Surface
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